The following is submitted by Mindtel as the final report to SRA for CSMP related efforts.

Context:

Mindtel was contracted to provide support efforts that:

1 - Provide the technical expertise to evaluate existing and emerging technologies associated with the communication, coordination and collaboration of complex humanitarian emergencies and stability and reconstruction operations worldwide. 

Assist CSMP in demonstrating the utility of such technologies, and conduct operational support as directed

2 - Extend the core functionality of basic geospatial tools such as those currently available online utilizing Google Earth and those that operate as stand alone applications (ie not network/internet dependant). The goal being to incentivize the collaboration process by extending the core functionality of the collaborative resource to include basic geospatial tools that allow the designation of position and status of mission essential information to be easily displayed on maps and imagery and shared throughout the community of interest (COI).

Background:

SSTR/HADR operations are complex by their vary nature. DoD now has a directive to directly support these missions. According to the 3000.05 DoD Directive, “Integrated civilian and military efforts are key to successful stability operations.  Whether conducting or supporting stability operations, the Department of Defense shall be prepared to work closely with relevant U.S. Departments and Agencies, foreign governments and security forces, global and regional international organizations U.S. and foreign nongovernmental organizations (hereafter referred to as “NGOs”), and private sector individuals and for-profit companies”. Specifically it is stated that information shall be shared with U.S. Departments and Agencies, foreign governments and forces, International Organizations, NGOs, and the members of the Private Sector supporting stability operations, consistent with legal requirements.

A major challenge is to develop a process to facilitate information sharing for stability operations among the DoD Components, and relevant U.S. Departments and Agencies, foreign governments and security forces, International Organizations, NGOs, and members of the Private Sector while adequately protecting classified information and intelligence sources and methods, in coordination with relevant DoD and non-DoD entities (such as the Director of National Intelligence).

Specific guidance for OSD NII states that

5.7.  The Assistant Secretary of Defense for Networks and Information Integration shall: 


5.7.1.  Ensure effective information exchange and communications among the DoD Components, U.S. Departments and Agencies, foreign governments and security forces, International Organizations, NGOs, and members of the Private Sector involved in stability operations, in coordination with the USD(P) and the USD(AT&L).


5.7.2.  Develop processes that shorten the acquisition period for communications capabilities, including in-country indigenous capabilities, in coordination with the USD(AT&L).


5.7.3.  Assist the USD(AT&L) in nominating science and technologies for information exchange and communications that support stability operations into rapid demonstration, experiment, and fielding. 

Approach:

To address these needs a concept of an information sharing and collaboration enhancing process along with supporting tools was initiated by CSMP. “The HUB” as it has come to be known as, is intended to provide an information sharing and collaboration tool  outside of the military network on the open internet. The HUB was conceived to address Department of Defense Capabilities for Stability Operations as per Department of Defense – Directive 3000.05. The HUB is intended to support information sharing between military and civilian activities conducted across the spectrum from peace to conflict to establish or maintain order in States and regions.

The focus of our efforts has been to identify what , if anything , can DoD support in the form of information and/or information sharing tools that will facilitate and encourage cross domain ( .mil, .gov, .org, .edu, .com, .net) collaboration and cooperative communication amongst those involved in SSTR/HADR. To that end Mindtel has worked to help shape a common concept of what the HUB might be, who it would help and how it would help them. In support of the overall effort Mindtel instigated a series of  meetings with CSMP director for guidance as new knowledge was discovered. Initially the capabilities and requirements of the HUB were very fluid as the requirements were developing. Mindtel coordinated and attended a series of meetings with CSMP, CSIS and the technology developers designated by CSMP in an effort to maintain some convergence between the requirements as they were discovered and the technology development as the initial architecture and capability list was refined. Additionally Mindtel participated in a series of meetings and conferences (NIUSR, AFCEA, DMI, among others ) where various SSTR communities of interest were present. Mindtel presented the concept of the HUB to these COI’s in an effort to gain insight and understanding on the critical path capabilities needed to make the HUB an effective and valuable tool. In all cases it was clear that understanding the complexities of the social network involved in SSTR was the single most important factor to gaining buy in from the COI’s.

Throughout this effort Mindtel has provided technology assessment as requested by CSMP and assisted in the development of an event/mission driven migration pathway for the HUB to be instantiated and tested in key areas where DoD has current interests.

Observations, Issues and  Findings:

New technologies that enabling the sharing of information are continuously emerging. Our efforts have been focused on refining a list the core capabilities required to share information between the many diverse groups involved in SSTR/HADR. Specifically noting that DoD Components, U.S. Departments and Agencies, foreign governments and security forces, International Organizations, NGOs, and members of the Private Sector involved in stability operations must all be considered if any meaningful contribution is to be made by these efforts.

Critical to actually solving the problem is understanding the problem from the point of view of those who are faced with the problem. 

In the course of the development of the HUB concept a recurring question has been asked by members of  DoD and from the communities of interest engaged in SSTR/HADR operations, and that is “Why should anyone from the non mil world use a tool that has been developed by the U.S. Military?”. This is one of the most critical issues that needs to be addressed if the HUB is going to be truly a useful resource for SSTR/HADR efforts.

One possible answer is that the HUB’s communication / collaboration capabilities will allow International Organizations, NGOs, and members of the Private Sector to better exchange information amongst them selves. In the course of discovery it was determined that many of the groups involved in SSTR/HADR had created web portals and other online information resources, similar to those technologies that were being proposed for the HUB. (the report from CSIS has documented these efforts)  It is important not to be seen as interfering with systems already in place by organizations or sets of organizations, but rather be complementary and compatible with those systems. However it has also been assessed that there are numerous entities in the collective community of SSTR/HADR operations and that due to their wide diversity and varying agendas  of those sponsoring the development of these information sharing sites that these sites do not for the most part contain information from the US Military. Thus we have postulated that a possible compelling reason for using the HUB is that  it could provide critical information resources that are not available anywhere else. This is a key insight and a possible countermeasure to intrinsic resistance in using something from the US military. 

Technical considerations:

Our focus has been to identify what , if anything , can DoD support in the form of information and/or information sharing tools that will facilitate and encourage cross domain ( .mil, .gov, .org, .edu, .com, .net) collaboration and cooperative communication amongst those involved in SSTR/HADR in manner that accomplishes the core mission as it is expressed in DoD Directive 3000.05.

A key requirement for technologies to be considered for the HUB was that they exist on the open internet without additional fee for their use. Specifically they must be freely available to anyone that can access the internet without requiring some proprietary software or hardware that restricts or in any way limits either distribution or deployment. This is not to say that they have to be “non-secure” and it is an all or nothing condition for participation. Its is just that if the collaboration/communication tools are not freely accessible to those that need them in the field  then those technologies are not actually meeting the requirement of open sharing. 

Well known tools such as email, and chat, along with emerging open-source versions of wiki’s , blogs, image viewers, image annotators, file uploaders and collaborative assessment form generators are considered to be key initial elements considered vital for inclusion into any instantiation of the HUB

Different groups gather and use different kinds of information in different ways. This makes it hard to be able to ensure that meaningful data is gathered and shared across multiple groups with different missions. The ability to collaboratively generate and share assessment forms is a example of a true field requirement necessary for effective cross domain sharing. 

In addition to the tools being online and available it is also desirable to have them integrated in such a way as to be able to gain insight on both the use and usefulness of the tools themselves. This is necessary to help DoD to gain an understanding of information sharing and collaboration  needs and requirements of the SSTR/HADR community in general. Thus an important  aspect of the integrated HUB technologies is the ability to quantitatively analyze their use in operational settings. 

It is important for DoD to develop metrics of the use of information in both collaboration and sharing in order to able to quantitatively understand how effective these tools are and to gain insight on how they might be improved.

Recommendations for possible Migration pathways: 

At the end of the day the question is ultimately “What can DoD do to ensure that others working with the DoD on SSTR/HADR activities have access to the information resources that can be shared from within DoD while at the same time giving them the ability to share with DoD and the other organizations that are working with the DoD?”. 

For the HUB to develop into something useful for both the DoD and for the others working along side the DoD in SSTR/HADR operations  it is imperative that an iterative development cycle be instantiated and supported. It is critical that DoD participate in ongoing events and activities where there is a community of interest that is involved in the process of SSTR/HADR and where that community is willing to consider adapting the HUB as a communication / collaboration information sharing tool. The following section provides a brief overview of two possible venues where the key concepts and technologies of the HUB could be assessed. Both venues are considered to be viable opportunities to instantiate the Hub in a real world setting that is conducive to information sharing and cross domain collaboration.. 

Jalalabad Afghanistan. - SSTR

Jalalabad is one of Afghanistan’s largest cities and is a strategic position to influence regional stability.  It is the capital of Nangarhar Province, and is the resident city for the province’s Governor. Jalalabad has its own governmental structure presided over by a Mayor. It reflects the beauty and culture established by the Afghans in this region across the centuries, and is the site of many schools, including Nangarhar University. Jalalabad suffers from the current depressed social and economic conditions experienced by the rest of the country. Clean drinking water is not universally available throughout the city, few public schools are operating, electricity is intermittent. Medical care and treatment is very limited. 

Jalalabad Afghanistan has the possibility to be a prime location to implement and test the initial HUB concepts in a real world environment. It currently has many of  the active components of SSTR operations mentioned in DoD Directive 3000.05. Multiple relevant SSTR entities are present and active on the ground including DoD Components, and relevant U.S. Departments and Agencies, foreign governments and security forces, International Organizations, NGOs, and members of the Private Sector. There is also an established and growing social network involved in SSTR efforts in Jalalabad. This social network has more than a 4 year history of working together and has members from multiple SSTR entities, including Sister City International,  Rotary  Club, UNDP, USAID, IMC, and the PRT’s (along with many others)

It is proposed that initial HUB efforts focus on how DoD can support these integrated Jalalabad activities already underway by others. The primary scope of HUB efforts in Jalalabad should be to support the community of interest already established in Health care, Education and Water resources.  The ability to leverage a  community of interest that is already engaged in SSTR and is also open to interaction with DoD is a critical feature to choosing Jalalabad as an initial HUB test site. 

San Diego California  and Jalalabad Afghanistan are Sister Cities. The Rotary Club is the lead agent for this effort. This is ideal in that the Rotary Club is a neutral institution that has a world class history of working well with others.  The purpose and mission of the Sister Cities Program is simple: Aid the development of mutual understanding between US cities and cities of other countries. The actual implementation of any specific Sister City relationship depends upon the composition and nature of the cities involved, and the volunteers who participate. 

The people of Jalalabad strive to improve their social and economic conditions. Jalalabad became the most likely and appropriate candidate to partner with San Diego because of multiple relationships already established. Local Rotary clubs and Rotary International have engaged in relationships and projects with the people of Jalalabad. Relationships with schools have also been established, most notably between Doyle Elementary School in La Jolla and the Najmul Jahad Rotary School in Jalalabad. Charitable and relief organizations (eg, Afghanistan Relief Organization) have worked for months with San Diego people and organizations on projects in Jalalabad.

The  sister city program is intended to promote peace and prosperity through interaction and understanding.

Mindtel engaged the Rotary Club to assess their willingness to participate in the HUB efforts on behalf of  CSMP. Mindtel has obtained formal invitations to travel to Jalalabad from both the Chancellor of Nagarhar University and from the leadership of the San Diego Rotary Club. An assessment trip has been proposed to the leadership of CSMP for consideration. Additionally Mindtel has researched and contacted others involved in the Jalalabad region conducting SSTR activities. The willingness to cooperate across the board has been impressive. Jalalabad offers a tangible real world opportunity for DoD to test and evaluate the concepts of the HUB.

Strong Angel 3 - HADR

Strong Angel 3 (SA3) is the 3rd in a series of experimental exercises designed and operated to further mutual understanding and foster sustainable relationships required to improve cross domain communication, collaboration and information sharing in integrated disaster response. SA3 will take place in San Diego 20-26th August 2006. SA3 is international in scope and has components and participants from relevant DoD, other U.S. Departments and Agencies, foreign governments and security forces, global and regional international organizations U.S. and foreign nongovernmental organizations (referred to as “NGOs”), and private sector individuals and for-profit companies. 

The task list for SA3 has been co-generated by several groups with real world experience across multiple domains addressing problems seen within Katrina, the DoD tsunami response, and SSTR/HADR activities in areas of current conflict.
The development of an integrated shareable situational awareness will be a major part of the effort. Specific efforts will include sharing maps and imagery and other data held by DoD. This focus came directly from the experience of some of the core participants responding to the Tsunami and to Katrina. It is the belief of the SA3 organizers that  Maps should be held in common and briefed in common and that it is essential to Declassify information early and often to the greatest possible extent .

For the Duration of SA3 Daily briefs across topic areas will be held with all major stakeholders and  include information on the following topics

(a) Safety and Protection 

(b) Food 

(c) Logistics transport 

(d) Social services 

(e) Domestic needs 

(f) Health and nutrition 

(g) Water and sanitation 

(h) Education 

(i) Shelter 

(j) Income generation 

(k) Environmental protection 

(l) Agency operational support 

(m) Public Information 

(n) Budgets 

(o) Exit Strategy 

Major consideration will be given to  information that needs to be tracked constantly and shared carefully.

(a) Deployment of Armed Forces 

(b) Stock at a glance 

(c) Stock position, location 

(d) Market price of Food Grains 

(e) Maps: storing places and ports 

(f) Shipping Schedules 

(g) Position of Ships 

(h) Unloading details 

(i) Food movement programs 

(j) Internal Procurement 

(k) Maps: Situation Maps of affected areas 

(l) Relief Activities 

(m) Cash Allocated 

(n) Damage Reports 

(o) Foreign Relief arrivals 

 The range and diversity of information to be gleaned gathered and shared along with the composition of the SA3 participants make this venue a very attractive and potentially high yield opportunity to test the HUB. To this end Mindtel has secured commitment from the core sponsors to  test the viability of the HUB as a core information sharing and collaboration tool  in an HADR context. 

Efforts to incentivize the collaboration process

While researching various technologies and capabilities considered to be vital to SSTR and HADR operations a consistent and unmet need was found for dynamic creation of maps and imagery.  Mindtel was tasked by CSMP to explore and extend the core functionality of basic geospatial tools such as those currently available online utilizing Google Earth and those that operate as stand alone applications (ie not network/internet dependant). The goal being to incentivize the collaboration process by extending the core functionality of the collaborative resource of the HUB to include basic geospatial tools that allow the designation of position and status of mission essential information to be easily displayed on maps and imagery and shared throughout the community of interest (COI). 

Mindtel developed an initial set of GIS tools for CSMP to demonstrate the ability to share multiple sources of data and fuse that information in an open internet environment The idea was that it should be easy to share data in a geo spatial context. Specifically the focus was to be able to freely share imagery and data from different sources in a simple manner in an unclassified environment with any person or group involved with SSTR.

Mindtel has developed and demonstrated to CSMP two different instantiations of the GIS tool. One version used a viewer that does not need to be connected to the network and the other version utilizes Google Earth and requires a connection to the network. The reason for there being two different versions was so that both the connected and non connected user could use the information. 

The primary data set used for development of the tool was declassified information emerging from the daily intelligence summary provided the Reconstruction Operations Center in Baghdad.. Imagery was acquired from a variety of sources. These data sets were chosen for the relevance to the real world of ongoing SSTR efforts by the DoD and to demonstrate that it is actually possible to take declassified data from an active theater of conflict and share it with our partners in the SSTR operations. 

For this effort 3 separate development efforts were necessary. A Server application for hosting and querying the data, a tool that generated a file viewable in the Google Earth and a stand alone version of the data and free viewer. 

The main development effort of an online server application was  a database to be the hosting  repository of the core data to be mapped.  (note that the data mapped was the declassified SIGACTS data for IRAQ)

Specific developments: for the Server include 
Developing  server code to accept multiple databases
Adding  a new data source, (added fallujah data to the data from Baghdad data)


-Developed ability to switch from Fallujah and Baghdad from same GUI
interface, 


-Developed SSL encryption (https) and password capabilities to secure
the data transaction and retrieval processes


-Developed compression routines for the query outputs providing faster
data retrieval and display


-Developed comparison operators to find weapon conditions 'like' what
the user requests, not exactly what the user request.


-Developed ability to select sigacts that were designated along
specific routes


-Developed ability to select sigacts between specified dates
(2004-08-16-present)


-Developed ability to select sigacts between specified times (0200 -
0600)


-Developed filename input feature to allow the client to save favorite
query outputs locally with understandable name.


-Developed help system.


-Developed an online map of the Baghdad zones for manual entry from
the map to the web interface.  Future version will allow the user to
select zones from the map directly.


-Developed a zones map layer for google earth, including ability to
download specific zones


-Developed a routes layer for google earth, including ability to
download specific routes


-Developed an info page on which weapons were query-able and what
colors they were represented by


-Developed the ability for SQL-proficient users to create queries more
complicated than the web front end allows through a manual interface.


-Developed a help section for the SQL expert entry system.


-Developed a help section on SQL.


-Developed a Network KML capability that allows for Google Earth to
poll the server for latest data based on specific Query.



Specific Google Earth Application Support:

-Developed a time based playback within Google Earth allowing custom
queries to be played back over time.


3dAppr: (the application that does not require access to the internet)


-Converted three day window of recent sigacts into compatible data
file, allowing for timesweep and filtering of reports.


-Developed master datafile for use by 3dappr timesweep

In addition to the features mentioned above Mindtel determined that there was a need for a generic ability for an end user (someone/anyone who has information to share) to be able to add data to a growing database and to upload images that may be useful to share. To that end Mindtel also developed  a “collaboration” interface for sharing information within the geo spatial tool

Collaboration Interface Development includes


-Created server ability for users to add their own points to master
dataset.


-Created server ability for users to upload images


-Created server ability for users to geo reference imagery (uploaded or
already online)


-Created server ability for georeferenced imagery to be publicly
viewed/shared in Google Earth.

Mindtel continues to host the server and applications for the viewing and sharing of geospatial information. The application is currently on the internet but remains password protected. Mindtel will provide URL’s and password  for access to the applications as requested to do so by CSMP. 

Mindtel has proposed to use these tools for efforts in Jalalabad and for Strong Angel 3.

Conclusion

Open and free Information sharing and collaboration tools are necessary for optimizing SSTR/HADR effort of DoD.

For the HUB to become a successful tool and not just a concept CSMP must initiate initial instantiations in actual areas of operation that are relevant to DoD missions and where there is a real need for that information to be shared. Additionally CSMP must seek willing partners with established social networks to further develop the HUB capabilities. DoD must be sensitive to the needs and operating environment of International Organizations, NGOs, and members of the Private Sector to better exchange information with them.

Recommendations 

CSMP should incentivize the sharing process by proactively sharing information that is not accessible to the SSTR community at large and do so  in ways that facilitate greater cooperation  CSMP needs to take the initial steps in encouraging and facilitating information sharing and collaboration. Engage the existing social networks 

CSMP should consider opening access to  imagery and maps as an initial area of focus for the HUB

HUB technologies must be freely available to anyone on the open internet without additional cost to the end user community 

CSMP should aggressively pursue engaging the SSTR community active in Jalalabad as an initial HUB test site.

CSMP should engage with the  Strong Angel 3 team to ensure that the HUB is integrated into the exercise in a way that will both test the HUB and expose those present from the HADR community to the HUB’s capabilities. 

